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Security of Data / Computers and the Law

Use the following resource to help you complete the following activities…

· GCSE ICT Student Handbook – Sections 35 and 52
1. In each of the examples below, think of the consequences (problems) if data was not kept secure…

	Examples
	Consequences if data was not kept secure

	Patient records stored in a hospital
	

	Customer account details stored by a bank
	

	Plans for a new product to be launched by a manufacturing company
	

	Plans for a police operation to catch Internet fraudsters
	


Network security

2. Make a list of the tasks that a network manager needs to do to set up a secure computer network.

	


3. Describe what a user can do if they are given each of the following network permissions…

· RWX

· RWXD

4. Extension: Put the four levels of security permissions into order of importance (ie: The highest level of importance would be that with the most serious consequences if security was breached)…

	Highest level of importance
	
	
	Lowest level of importance

	
	
	
	


	Explain your answer…


5. Rate the following passwords in order of suitability…

	rover


	1and5CaP35
	AardVarK
	4545

	Most secure
	
	
	Least secure

	
	
	
	


6. What is encryption software and what is its purpose?

	


7. Describe the following data security risks and explain how they can be reduced…

	Risk
	Description
	How the risk can be reduced

	Computer viruses
	
	

	Hackers
	
	

	Computer fraud
	
	


8. Why is it necessary to regularly update antivirus software?

	


9. What is an ‘ethical hacker’?

	


10. List 9 causes of lost or damaged data in the table below.  Then rank them in order of how likely they might happen.  Extension: Explain your answers.

	Causes of lost or damaged data
	Likelihood of it happening (1 = least likely)

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


11. Write your own definitions of the terms ‘back up’ and ‘down time’…

	


12. Describe the processes involved in making a backup, mentioning the hardware required and where the backups should be stored…

	


13. True or false?
· Floppy disks can store 650 Mb of data



True  /  False
· Putting a floppy disk near to a loudspeaker is not a problem
True  /  False
· Floppy disks can store 1.44 Mb of data



True  /  False
· Always store a floppy disk at around 700C



True  /  False
· Floppy disks should always be stored in a cellar, if possible

True  /  False
· A DVD cannot be affected by magnetic fields


True  /  False
· Floppy disks are optical storage methods



True  /  False
· USB pen drives are suitable as a main method of storing data
True  /  False
14. Extension: What does RAID stand for and describe what it involves (word process your answer)

Computers and the Law
1. Produce a poster or presentation on the ‘1998 Data Protection Act’.  The key points that you must include are…

· What is and is not considered ‘personal data’

· Why the Act is needed

· The 8 principles of the Act

· The rights of data subjects

· Extension: Exemptions

2. Extension: What is the main difference between the 1984 and 1998 versions of the Data Protection Act?  Why do you think the change was made?

	


3. Draw lines to match the following terms and phrases to the laws…

	Laws
	
	Terms and phrases

	
	
	

	The Data Protection Act 
	
	Hacking

	
	
	

	
	
	Right to privacy

	
	
	

	
	
	Blackmail

	
	
	

	The Computer Misuse Act
	
	BSA

	
	
	

	
	
	Software licences

	
	
	

	
	
	Computer fraud 

	
	
	

	
	
	Data ‘subject’

	
	
	

	The Copyright, Designs and Parents Act
	
	Personal data

	
	
	

	
	
	Office of the Information Commissioner

	
	
	

	
	
	FAST

	
	
	

	
	
	Viruses
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