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Introduction

The increasing development of ICT for curricular and administrative purposes is allowing students and staff to access a wider range of information more effectively and develop capabilities in the wide range of possibilities ICT can offer.  This might be a student conducting research on the Internet or Intranet, a member of administrative staff mail-merging letters from a student database, members of the community accessing open-learning resources, a teacher analysing student performance, or parental access to their child’s records on e-portal and on the VLE.

As ICT usage is widespread throughout all aspects of the College by both staff and students, particularly with the Virtual Learning Environment (VLE), meaning that the likelihood of security breaches also increases. Unauthorised access to insecure student user areas may result in the deleting of coursework or attempting to access banned websites, which causes inconvenience at best; however staff users have access to information of confidential or a personal nature (student and staff details, email, letters to parents or policy matters). The storage of sensitive information on removable media, ie, USB pen drives is also becoming more common. All of this information, by law, must be kept secure; this also includes hardcopy printouts which are of a sensitive nature. The continual advances in technology mean that more and more items are being produced that can access ICT systems via wireless networks, including mobile telephones and some MP3 players which could be used for unauthorised access to the College Network.
ICT is not always used correctly and users may attempt to access websites that have unacceptable content, eg, pornography, racial or sexual intolerance and violence. These sites are filtered at both County and College level to avoid access; other sites include social networking sites (Facebook, Messenger, Bebo), music download sites, games and some shopping sites. Sites that act as proxies to avoid filtering will also be blacklisted by the Network Manager.   

The use of email as a quick and easy briefing tool to inform others of events or occurrences has many great advantages. Care must be taken that blanket emails to all WCC/CE staff do not contain personal details, such as medical conditions or family problems that may cause acute embarrassment to the individual or their family, unless absolutely necessary.
The aim of this policy is to make users aware of the security and good practice issues which are necessary to allow a network to run effectively and to ensure that legal obligations are followed.  For further reference, please also read the Internet. 
Policy Statement

A member of Whitby Community College / Adult Learning Services (WCC/ALS) is an employee who is bound by associated employment policies.  Access to and use of WCC/CE's computing resources is a privilege granted to members of WCC/CE for scholarly, research, academic, and administrative purposes. Computing resources are defined as facilities, equipment, systems, and personnel.  Use of these resources includes world wide web pages, email, application software, and any other electronic communication. 

Members of WCC/CE who use computing resources are expected to do so in an effective, efficient, appropriate, ethical, and legal manner. Use of WCC/CE's computing resources depends upon mutual respect and co-operation to ensure that all members of WCC/ALS have access, privileges, privacy, and protection from interference and harassment.

WCC/ALS computing resources shall be used in a manner consistent with the purpose for which such use of resources and facilities is intended.  All activities inconsistent with these objectives are considered to be inappropriate and may jeopardise continued use of WCC/ALS's computing resources.

WCC/ALS’s computing resources are for the use of authorised individuals only and for use only in a manner consistent with each individual's authority. WCC/ALS's computing resources may not be used in any manner inconsistent with an individual's authority, prohibited by licences, contracts, College policies, or the law. ICT equipment is divided into staff and student categories. Staff computers should not be used by students and individually assigned PCs/laptops should not be accessed by other users apart from in exceptional circumstances.  The ability to perform inappropriate actions does not constitute permission to do so.

Governing Policies

1. The Data Protection Act 1998 

This legislation covers electronic and paper-based data and states that personal data must: 

· Be processed fairly and lawfully

· Be obtained for specified and lawful purposes

· Be adequate, relevant and not excessive for the purpose

· Be accurate and up-to-date

· Not be kept longer than necessary

· Be processed within the rights of data subjects

· Be kept secure against loss, damage and unauthorised and unlawful processing

· Not be transferred to countries outside the European Economic Area.

2. Copyright Designs and Patent Act 1988

Use of software will be monitored. Software should only be installed with permission; spot checks will be made to ensure that employees or students have not installed programs illegally.

3. Computer Misuse Act 1990

This includes:

· Unauthorised access to computer material.

· Unauthorised access with intent to commit or facilitate commission of further offences.

· Unauthorised modification of computer material.

4. British Standard 7799 Parts 1,2 &3
Recommended by the British Government in the 1998 Data Protection Act as a basis for information security policies and procedures to most effectively fulfil the requirements of the Act. Aligned with ISO/IEC 27000/1/2, this uses the principle guideline: the preservation of confidentiality (ensuring that information is accessible only to those authorised to have access), integrity (safeguarding the accuracy and completeness of information and processing methods) and availability (ensuring that authorized users have access to information and associated assets when required).  
5. Existing code of conduct for staff employed at WCC/ALS
6. Freedom of Information Act 2000

(Also covered by other policies), staff members should be aware that complying with valid requests for information must be in accordance with DPA and other relevant policies.  
Asset Protection

This security policy is designed to adhere to the governing policies and specifically protect the following assets:  

Information Assets & Information Value

Assets:

· Data and Information - both hard and soft copy
· Documentation - both hard and soft copy
· Software – local and networked installations 
· Hardware – All ICT equipment including mice/keyboards 
· People and skills 
· Goodwill and reputation

It is also designed to minimise the following threats and vulnerabilities:

Threats:
· Destruction of assets and wanton vandalism
· Disclosure of information both accidental or intentional
· Unauthorised access both accidental or intentional
· Theft of information or physical assets 
· Denial of service, eg, by introduction of viruses.

Rights and Responsibilities of Staff

An ‘account’ constitutes a log-in identifier, and the resources associated with the account.  An ‘account’ includes the ‘guest’ account, email accounts and FTP accounts (used for uploading information to the Internet / Intranet).  Each member of WCC/ALS has their own account and, dependent upon their role, access to areas that are required for them to perform that role.  It is the responsibility of the user to ensure that they do not allow others to have access to their own user area and the information contained therein. It is not acceptable to allow students to have access to staff user areas at any time, for any reason.  
‘Permission’ to use the ICT resources is defined in two ways:
· authorisation to perform an activity on the network – this will be dependent upon the role of the user.
· Settings of the user’s account which define which areas of the network they can and cannot access – again this is dependent upon the role of the user.
User Agreement
A. Each user agrees to make appropriate use of computing resources including, but not limited to:

1. Respecting the intended purposes of computing resources, facilities, and equipment (for scholarly, research, academic, administrative and any other purposes related to their role).

2. Respecting the stated purpose of computer accounts (for scholarly, research, academic, administrative and any other purposes related to their role) and to use computer accounts only for the specified purposes. 

3. Respecting the dignity and privacy of other users.

4. Respecting the integrity of the systems (eg, ensuring that data is stored securely and is correct.)

5. Respecting the resource controls of the systems and managing appropriately use of disk space (eg, deleting unnecessary files from user areas to avoid wastage of server space).

6. Respecting the privileges associated with having network connectivity (eg, since bandwidth is limited and shared by all users, large downloads or the streaming of music/video (such as radio) which would slow down internet access for other users, should be arranged in consultation with the Network Manager).

7. Accepting that leaving ICT systems unattended and logged on, even if their room is locked, does not offer sufficient protection to ICT systems. Therefore users should not leave their user area unattended and should log off or lock their PC/laptop after use.

8. Respecting that server rooms must be securely locked.

9. Respecting that all PCs with access to Admin data must be as secure as possible.

10. Respecting the copyright protection of licensed software and documentation.

11. Following all WCC/ALS policies and the law related to computing.

B. Each user agrees to refrain from inappropriate uses of computing resources, including, but not limited to:

1. Using any other individual's computer account or password or allowing other users’ access to your own.

2. Leaving your user account open and unattended; failing to lock pc or log out after use or not securing removable media; eg, USB drives when unattended.

3. Inappropriate, unethical, or illegal use of another individual's computer.

4. Using computing resources, facilities, and equipment for personal commercial gain.

5. Intentionally seeking information on, obtaining copies of, modifying, or tampering with files, tapes, passwords, or any type of data belonging to other users.

6. Using resources including mobile telephones and removable media to develop or execute programs that could harass other users, infiltrate the systems, damage or alter the software components of the systems or disrupt WCC/ALS activities.

7. Violating any network-related policy whether set by the government, WCC/ALS, or a network governing body.

8. Altering or avoiding accounting for the use of computing resources, facilities, and equipment (to account for all ICT resources – please ensure that any ICT purchases are registered with the Network Manager who will then install or connect the resource to the network).

9. Making excessive use of resources, controlled or otherwise, eg, excessive printing.

10. Misrepresenting oneself or others through email or other electronic communication.

11. Using, duplicating, or distributing licensed software and documentation without the express written permission of the original copyright owner.

12. Using unauthorised copies of licensed software.

13. Abusing, harassing, intimidating, threatening, stalking, or discriminating against others through the use of computing resources.

14. Sending obscene, abusive, harassing, or threatening messages to any other individual.

15. Engaging in vandalism or mischief that incapacitates, compromises, or destroys WCC/ALS resources either physically or via electronic means.

Internet Services / Web Pages

Access to the Internet and the ability to create web pages on WCC/ALS computing systems are privileges provided to members of WCC/ALS. WCC/ALS users must conduct their activities in a courteous and professional manner.

Individuals’ or departmental web pages (for the internet or intranet)

Individuals or departments who create web pages (ie, websites produced for use on the College Intranet or as part of or linked to the College Internet website) are responsible for adhering to the following:

A. Individual or Departmental web pages are encouraged for the following purposes:

1. Displaying resources for use by other staff or students.

2. Experimenting with available Web technologies and authoring tools.

3. Publishing and disseminating academic work.

4. Linking to cultural, scientific, or historical sites.

5. Posting announcements or bulletins.

6. Disseminating general departmental information.
B. Individual or Departmental web pages may not be put to inappropriate uses, which include, but are not limited to:
1. Use of copyrighted materials in any form without the express written permission of the original copyright owner.

2. Personal, commercial uses which could result in a financial benefit for the page owner or his/her associates.

3. Use of audio, images (eg, photographs, paintings, or derivatives thereof), videos, or movies of individuals without their express written consent (see Internet Policy for students for use of student photographs). The use of moving images must also be authorised by the Network Manager to assess any network bandwidth problems.

4. Use of any personal information that is not public record pertaining to other individuals without their express written permission (see Internet Policy for students).

5. Use of any images or data that are abusive, obscene, harassing, threatening, or discriminatory.

6. Use of any images or data that violate WCC/ALS policies or the law.

7. Wilful creation of direct hypertext links to abusive, obscene, harassing, threatening, or discriminatory material.

8. Use of materials whose nature or volume compromises the ability of the system to serve other users' documents and web pages.

9. Any use which constitutes academic dishonesty.

10.  Use of individual or departmental web pages to engage in illegal activity.

Rights and Responsibilities of the Resource Provider

WCC/ALS reserve the right to monitor, record, and store computing activities of anyone using computing resources. If such monitoring, recording, and storage reveals evidence of inappropriate, unethical, or illegal activity, computing system personnel may be required to provide the evidence obtained from monitoring to appropriate College and civic authorities.

The ICT Support Team supports and maintains designated internet servers for general College usage. All web servers connected to the internet through WCC/ALS networking are to be registered with the WCC/ALS ICT Network Manager: helpdesk@whitbycc.co.uk. This includes all web servers located outside of the ICT Support department. This policy applies to all web servers using WCC/ALS as the Internet Service Provider (ISP).

Information Security Management and Procedures

The ICT Network Manager will maintain, update and develop ‘Information Security Procedures’.  These will be communicated to the relevant staff in order that they are made aware of security issues. Training will be organised as necessary.

Information Security Management

Information security management issues will be dealt with by the ICT Admin group consisting of the ICT Network Manager, ICT Admin Co-ordinator, ICT Co-ordinator responsible for monitoring and assessment and a member of the Leadership Group.  Other postholders may be involved as appropriate. 
Security Audit & Risk Assessment

The ICT Team will carry out regular computer security audits, reviews and risk assessments.  This will incorporate a formal review and updating of the hardware and software inventories, in accordance with NYCC guidelines and working towards British Standard 7799.  Security Logs will be maintained. All staff will be responsible for informing the ICT team of broken / missing equipment at the earliest opportunity.

Policy Violations
Reporting
Any individuals who become aware of inappropriate, unethical, or illegal use of WCC/ALS computing resources, inappropriate content of an individual or departmental web page, or any inappropriate electronic communication should notify WCC/ALS ICT Network Manager at helpdesk@whitbycc.co.uk who will inform the Headteacher as necessary.

Indecent and Offensive Materials
Any material which appears to contain pornographic, racist or hateful content will be immediately referred to the Headteacher. Action will be taken in line with the existing employee Code of Conduct.

Notification of Policy Violation
The Headteacher will notify the user who is alleged to have violated WCC/ALS’s computing policies of the nature of the alleged violation and will provide the user with a copy of the Whitby Community College / Adult Learning Services Staff Computing Policy

Suspension of Privileges during Investigation 

During the investigation of an alleged policy violation, a user’s computing and network access may be suspended.  WCC/ALS reserves the right to examine a user’s recorded and stored information in the course of investigating an alleged policy violation. 

Procedures
The Headteacher will review the material alleged to be in violation the Whitby Community College / Adult Learning Services Staff Computing Policy.  If the Headteacher believes that the material violates the policy, they will request that the user remove the offending material except in the case of a criminal investigation when the material will be kept as evidence.

Consequences of Policy Violations
Violations of WCC/ALS Computing Policies, as assessed by the Headteacher, will be dealt with in line with the existing employee code of conduct.
Please return the reply slip that follows to show that you have read and understand this policy. 

(
Whitby Community College / Adult Learning Services
Staff Computing Policy – User Agreement

To:  The Headteacher

I have read the ‘Whitby Community College / Adult Learning Services’ Staff Computing Policy’ and agree to the contents.  

Name:   
................................................
(Staff) 


Signature: 
................................................ 
(Staff)
Date:
………………..……


Signature:
.............................................…
(Headteacher)
Date:
……………..………
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