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Student access to the Internet

NB: Throughout this document, the ICT Working Group is referred to. This group consists of the ICT Network Manager, the Deputy Headteacher and the Head of Maths and ICT

The College encourages use by students of the rich information resources available on the Internet, together with the development of appropriate skills to analyse and evaluate such resources. These skills are fundamental in the society our students live in.

On-line services significantly alter the information landscape for education institutions by opening teaching to a broader array of resources. In the past, teaching and library materials could usually be carefully chosen. All such materials would be chosen to be consistent with national policies, supporting and enriching the curriculum while taking into account the varied teaching needs, learning styles, abilities and developmental levels of the students.  Internet access, because it may lead to any publicly-available site in the world, will open classrooms to electronic information resources which have not been selected by tutors as appropriate for use by students

Electronic information research skills are fundamental in the development of our young citizens and employees of the future. The College expects that staff will begin to investigate possibilities and blend use of such information as appropriate within the curriculum and that staff will provide guidance and instruction to students in the appropriate use of such resources. Staff will consult the Network Manager for advice on content, training and appropriate teaching levels consistent with the commitment to ICT across the curriculum.

Independent student use of telecommunications and electronic information resources will only be permitted upon submission of permission and agreement forms by parents of students and students themselves.

Access to on-line resources will enable students to explore libraries and databases, and to exchange messages with people throughout the world. The College believes that the benefits to students from access to information resources and increased opportunities for collaboration exceed the disadvantages. However, ultimately, parents and guardians of minors are responsible for setting and conveying the standards that their children should follow when using media and information sources. To that end, the College supports and respects each family’s right to decide whether to apply for independent access. 

The College ICT Working Group will prepare appropriate procedures for implementing this policy and for reviewing and evaluating its effect on teaching and learning.

Resource Development 

In order to match electronic resources as closely as possible to the national and College curriculum, teachers need to review and evaluate resources in order to offer materials that are appropriate to the age range and ability of the group being taught. Staff will provide appropriate guidance to students as they make use of telecommunications and electronic information resources to conduct research and other studies. All students will be informed by staff of their rights and responsibilities as users, before their first use, either as an individual user or as a member of a class or group. 

As much as possible, the College’s chosen information provider has organised information resources in ways that point students to those that have been reviewed and evaluated prior to use. While students may be able to move beyond those resources to others that have not been evaluated by staff, they will be provided with guidelines and lists of resources particularly suited to the specific learning objectives.  Students may pursue electronic research independent of staff supervision only if they have been granted parental permission and have submitted all required forms. Permission is not transferable and may not be shared. 

College Rules

The College has developed a set of guidelines for Internet use by students. These rules will be made available to all students, and kept under constant review.

All members of staff are responsible for explaining the rules and their implications. All members of staff need to be aware of possible misuses of on-line access and their responsibilities towards students.

Student guidelines for Internet use

General
The Internet is provided for students to conduct research and communicate with others. Your parent or carer’s permission is required before you can gain access. Remember that access is a privilege, not a right and that access requires responsibility. 

Individual users of the Internet are responsible for their behaviour and communications over the network. It is presumed that users will comply with College standards and will honour the agreements they have signed. 

Computer storage areas and USB drives will be treated like College lockers - i.e. staff can review files and communications to ensure that users are using the system responsibly. Users should not expect that files stored on servers or drives will always be private. 

In College hours, tutors will guide students toward appropriate materials. Outside of College, families bear responsibility for such guidance, as they must also exercise with information sources such as television, telephones, film, radio and other potentially offensive media. 

The following actions are not permitted: 

1. Using any other individual's computer account or password or allowing other users’ access to your own.

2. Leaving your user account open and unattended; failing to log out after use or not securing removable media i.e. USB drives when unattended.

3. Inappropriate, unethical, or illegal use of another individual's computer.

4. Using computing resources, facilities, and equipment for personal commercial gain.

5. Intentionally seeking information on, obtaining copies of, modifying, or tampering with files, tapes, passwords, or any type of data belonging to other users.

6. Using resources including mobile telephones and removable media to develop or execute programs that could harass other users, infiltrate the systems, damage or alter the software components of the systems, or disrupt WCC / AL activities.

7. Violating any network-related policy whether set by the Government, WCC or a network governing body.

8. Accessing social networking sites and chat rooms; including but not restricted to: Facebook, Twitter, Messenger, Bebo and MySpace. 

9. Making excessive use of resources, controlled or otherwise e.g. excessive printing.

10. Misrepresenting oneself or others through email or other electronic communication.

11. Using, duplicating, or distributing licensed software and documentation without the express written permission of the original copyright owner.

12. Using unauthorised copies of licensed software.

13. Abusing, harassing, intimidating, threatening, stalking, or discriminating against others through the use of computing resources.

14. Accessing and playing games from unauthorized web sites (excluding educational sites).
15. Engaging in vandalism or mischief that incapacitates, compromises, or destroys WCC / AL resources either physically or via electronic means.

16. Eating or drinking at or near computer equipment.

Sanctions 

1. Violations of the above rules will result in firstly a restriction on site access, then a temporary ban, on Internet use, and finally a permanent ban of internet access and use of the Learning Centre facilities.
2. Additional disciplinary action may be added in line with existing practice.

3. When applicable, police or local authorities may be involved.

Letter to Parent/Carer
Dear Parent / Carer
As part of Whitby Community College’s ICT (Information and Communications Technology) programme, we offer students’ access to the Internet.  Your family may already have access to it in the home.  As part of our College policy for ICT, all students must have parental permission to use the Internet. I would be very grateful if you would take the time to read the information and sign the form in your son/daughter’s Student Planner.  This will show that you and your son/daughter accept College rules on the use of the Internet and the College network.

Our aim for Internet use is to broaden the educational resources available to students and to teach them to feel at home with the technology.  We also allow students access to information for personal interest such as music and sport.

However, as you will be aware, some material on the Internet may contain items that are offensive or illegal.  The College has protection against access to this type of material and the students are guided and monitored in their use of the Internet.  Outside College, families have the same responsibility for such guidance as they use with television and video in the home. 

The College will provide your son/daughter with an induction to the ICT facilities.  This will include guidance on Health and Safety when using computers and Internet Safety.  He/she will be provided with a range of resources which you may also find informative to read.

The College will be happy to discuss this subject with you at any time and offer advice about the use of the Internet in the home.

Yours sincerely

Internet Permission Form

Please complete and keep in the student planner.  Tutors will pass a record of signed forms to the Network Manager.

Parent

As the parent or legal guardian of _____________________________________________, I agree to him/her using electronic mail and the Internet.  I understand that students will be held responsible for their own actions. I also understand that some materials on the Internet may be unsuitable and I support the College policy on the careful use of the Internet.  As a parent I accept the responsibility of setting standards for my son/daughter in the use of media and information resources.  I understand that rules are available for student use of ICT facilities at College and that disciplinary action will be taken if any of these rules are broken.

Signature (Parent/Guardian): _____________________________________   Date ___/___/___

From time to time, the College may wish to display images of my child on the College website(s).  I understand that in no circumstances will a photograph of my child be named in order to protect their privacy.  If their name is used on the College website(s), it will not be included with a photograph of him/her.  I therefore agree to my child’s photograph being used on the College website.

Signature (Parent/Guardian): _____________________________________   Date ___/___/___

Student

As a College user of the Internet, I agree to use the network in a sensible way and observe all the rules explained to me by the College.

Student Signature: _______________________ Tutor Group: ___________ Date: ___/___/___

Information for Parents

What is the Internet?

The Internet is a very large number of computers all over the world linked together using mainly telephone lines. 

What is the World Wide Web?

To make the information available through the Internet more attractive, and to help people to find information more easily, pages of information using words, colours, and pictures, sound and even video are created.  These pages make up what is known as the World Wide Web.  Moving from one page to another and searching for information is called browsing, or surfing the net or web. 

What is Electronic Mail (E-mail)?

This is a way of sending messages from one person to another via the Internet.  Each Internet user has an e-mail address and by sending a message to this address, a person can read the message the next time he or she connects to the Internet. 

What are Chat Rooms?

The Internet has a facility that lets you type in a conversation in ‘real time’ to another person. 

What are News Groups?

These are groups of messages written about a particular subject or theme.  They can be read by anybody on the Internet  

What are the dangers of the Internet referred to in the media?

There is some material on the Internet that would be offensive to most people, such as pornography and racist and fascist material.  Young people can access this if using the Internet without guidance. The main educational providers ‘filter’ offensive locations of material of this kind, but this process can never offer total protection. The only way to block access to this kind of material is to have a limited range of pages available. If this is done, many of the advantages of using of the Internet may be lost.  We believe that a better system is to educate students and encourage an acceptable use policy and partnership between home and College in dealing with the unacceptable side of Internet use.

How can I get more information?

There are many magazines in newsagents, which cater for beginners to advanced users of the Internet.  If you have any specific questions, please contact the College and ask reception to arrange for a member of staff to talk to you. 

_________________________________________________________________________________
The following guidance has been written in line with the recommendations made in the 'Superhighway Safety Pack'.  A full version of the text may be found at http://safety.ngfl.gov.uk

Images of students on the College website(s)

Students should be protected from being individually identified by persons with potential ill intent.  Therefore when using images or names of students on the College website(s) the following must be done...

· Images of students must be appropriate for public viewing

· If a student is named, avoid using their photograph

· If a photograph is used, avoid naming the student

· Group photographs should also avoid the use of student names

Photographs of student work, with the author acknowledged, are to be encouraged.  This enables students to exhibit work to a wider audience.

The ICT Network Manager will check images of students on the College website and remove any deemed inappropriate.

The Internet agreement will also include the option as to whether or not the parent agrees to their child's photograph being used on the College website.
Student websites

All student websites which are to be linked to the College website or included in the College Intranet will be vetted by the ICT Network Manager.  Websites containing any offensive material will not be added.  Any existing websites found to contain offensive material will be immediately deleted and reported to the Network Manager.

Any student websites linked to the College website must not individually identify students.

Internet filtering and supervision

The ICT Network Manager will ensure that the College is provided with an effective Internet Filtering System.  This may be provided by the ISP (Internet Service Provider) and/or a 'firewall' installed on the College network.  The ICT Network Manager will monitor usage of the Internet and report any access to inappropriate material to the ICT Working Group.  The ICT Working Group will follow the ICT Behaviour Policy as appropriate.

Individual teachers are responsible for the supervision of students when using the Internet in their lessons.  When websites have been identified before the lesson, teachers should check their contents before use by students.  It is advisable to access the site at College sometime prior to the lesson.  This means that all web pages accessed can be saved onto the College network, resulting in much quicker access by students.

Computer viruses

The ICT Network Manager will ensure that up-to-date anti-virus software is installed across the network.  This must cover the Internet connection and disk drives.  Any reports of potential viruses should be reported to the ICT Network Manager immediately.  Any deliberate attempt to download, install, write or spread viruses must be reported to the ICT Network Manager immediately who will report the matter to the ICT Working Group.  Resulting action will be in line with the ICT Behaviour Policy.

Use of Internet Chat

Internet Chat is potentially a motivating and enjoyable experience for students.  However its educational relevance is questionable in the confines of the College and is currently denied to students for the foreseeable future. Chat rooms are by their nature very public and students need to be made aware that they must be careful as to what they say and what information they give.  They must not give personal details such as their home address, telephone number or any other means of allowing unsolicited attention.  They should not agree to meet anyone, unless accompanied by a parent or guardian, to a public place.  Chat room users can easily disguise their actual age and intentions.  Similarly students should not pretend to be anyone or anything they are not or access a chat room unsuitable for their age.  Students should not react to unpleasant or suggestive messages made by others in chat rooms.  Any student who feels concerned about anything said in a chat room is encouraged to report the matter to their parents/guardian or a member of staff.

Student E-mail addresses

Some students already will have their own email addresses.  These might be through web-mail accounts, which may be accessed across the Internet from any location.  Alternatively they may be POP mail accounts, which can only be accessed from their home computer.

Whitby Community College does not provide students with a College email address. 

The College allows student access to Hotmail so that students can send e mail to themselves. This facility is not extended if students are on Restricted Access or a temporary internet ban.   Teachers should encourage students to use these accounts at home and in College. However, students are reminded that infringements of the policy will result in ICT staff being informed and action being taken as appropriate. 

Students must only use e-mail in lessons under the direction and supervision of the teacher.  On occasions where there is heavy Internet traffic, through high simultaneous demand, students may be refused access to their e-mail accounts.

Students should be taught the social conventions involved in sending e-mails (known as ‘netiquette’) and be informed that the e-mails they send may be monitored.

Staff are provided with an e-mail facility, but to protect their own privacy and for safety, all e mails to staff must be through post@whitbycc.co.uk and the subject line should have the recipient’s name.  Staff will not be able to e mail students.

Payment for goods over the Internet

Students must not order or pay for goods over the Internet using College facilities.

Intellectual property and copyright issues regarding the Internet

Intellectual Property is a series of legal rights that give protection for different types of invention, design, brand name or original creation.  The legal rights, which include patents, trade marks and copyright, give the creator the right to prevent the unauthorised use of the invention, design, brand name or creation, for the period of protection.  They are provided to reward creativity and encourage innovation.  Unauthorised use can be a criminal offence (equivalent to theft).

The Copyright, Designs and Patents Act mentions 'fair dealing' with respect to:

“A literary, dramatic, musical or artistic work for the purposes of research or private study does not infringe any copyright in the work.”
 

Although 'fair dealing' has no legal definition, the following do not constitute fair dealing:

· Copying by a person other than the researcher or student him/herself

· The person doing the copying knows or believes that it will result in more copies of the same material (in the case of staff copying of resources, existing College rules apply).

Web pages on the Internet are subject to copyright law.  Each page may contain several copyrights if it contains text, music, graphics and so on.  Students should therefore only make one copy of the material and acknowledge the source of the information in their work.  Students should be encouraged to look for copyright information on web sites or to seek permission by contacting the webmaster of the site.  Any staff or students who are unsure of copyright issues of regarding a particular website or web page should consult the Network Manager, ICT Technical support staff or Learning Resource staff.

Teachers should ensure that the work produced by students is their own and not plagiarised from other sources.  Staff should be made aware that a number of 'essay banks' are available on the Internet for students to copy and submit for assessment as through it were their own work.  Additionally students can submit their own essays to an 'essay bank' in return for a fee.  Any sites discovered by staff should be reported to the ICT Network Manager who will, in turn, block access to them in College.   Any incidence of plagiarism using Internet resources or resources copied electronically (eg: scanned) should be dealt with by subject leaders, as appropriate.

NCH Action for Children - NetSmart rules

These rules give advice on Internet safety for students.  They will be issued to students at the beginning of Year 10.

PIN (Parents Information Network) guide

These rules give advice on Internet safety, supervision and computer health and safety for parents.  They will be issued to parents at the beginning of Year 10.

ICT Health and Safety

All students will be introduced to the College ICT facilities at the beginning of Year 10.  This will include a session on ICT Health and Safety.  The ICT Network Manager will report any potential or actual health and safety risks to the College Health and Safety Officer to be dealt with as necessary.  Teachers should ensure that students use computers safely.  All computer maintenance must only be carried out by ICT Technical Support staff.

Introduction to the ICT facilities at the beginning of Year 10

This should include the following...

· Introduction to the facilities

· Access to the facilities during and after normal College hours

· ICT health and safety

· Internet safety

· Use of passwords

· The Internet Agreement

· ICT Do's and Don'ts

· The College Intranet and website
· The opportunity for all students to log on to and off the network and to access some resources

· Issue of information for parents and students, as appropriate

Internet Agreement

The Internet Agreement will be included in the student planner.  This will incorporate the issues previously covered in this document.  Tutors should draw students' attention to the content of the agreement.  At the beginning of Year 10 or otherwise when a student first attends Whitby Community College, tutors must ensure that each student signs the agreement.  Tutors should also check that parents have signed the agreement.  Tutors will keep a checklist of students and parents who have signed the agreement.  When complete, this should be returned to the Network Manager.  Students retain the agreement in the planner.  The agreement will also include the option as to whether or not the parent agrees to their child's photograph being used on the College website.

Should an incident arise involving breach of the rules of the agreement, staff should follow the ICT Behaviour Policy, referring students as appropriate.  To reinforce this with the student, staff may refer to the signed agreement in the student planner.

ICT Behaviour Issues

Any attempt at damaging equipment, theft, installing software, violating copyright laws, using other student or staff passwords, altering, copying or deleting the work of others, wasting resources, sending abusive, obscene or inappropriate e-mails, bullying, producing inappropriate web pages, unauthorised or inappropriate use of the Internet, hacking or tampering with the College network must be reported to the ICT Network Manager who will report the matter to the ICT Working Group.  Resulting action will be in line with the ICT Behaviour Policy.

A simplified list of ICT Do's and Don'ts will be displayed in all rooms containing ICT equipment.

ICT Working Group, June 2010
� From the Superhighway Safety Pack  - Full text found on the NGfL


� Copyright, Designs and Patents Act 1988 (changes expected during 2002-2003)






